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Part 1: You should probably just 
write a Wireshark dissector



Problem statement

● “SNIAZ” is a connected industrial device with a few operating modes 
● OS runs on Linux SoC, peripherals controlled by an FPGA 

● Users submit bug reports to me with logic analyzer traces

i.MX8 Main FPGA

SPI

QSPI

Periph FPGA

Periph FPGA

Motor controls

…
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One obvious solution



Refining it

● OK, but this produces a wall of text — the contents of every transaction 
that matches 

● Hard to get what you want out of each transaction, visually



Refining it

● OK, but how do you know which duplicates matter, how many duplicates 
there are, …?



Beyond refinement



Isn’t there a tool for packet-structured data?



Wait, but I thought…?



PCAP files are for everyone
https://www.ietf.org/archive/id/draft-gharris-opsawg-pcap-01.html
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So easy, even an electrical engineer can do it
● OK, you probably want to write a “Wireshark upper PDU” packet rather 

than registering your own pcap datatype with the IETF



So easy, even an electrical engineer can do it



You Should Write A Wireshark Dissector



exercise for the reader

● OK writing a pcap file is easy, but your first dissector is not 
● Dissectors are Lua scripts 

● That are not really written in very idiomatic Lua 
● OK, also C 

● The rest of this talk does NOT discuss how to do it 
● Instead: why to do it, things to consider, … 
● But I provide a sample 

● There is a lot of documentation on it 
● Unfortunately it is not well-organized 

● My best suggestion: do it once, prepare to cut and paste



SCRUM-1541: “The cutter did not complete at idle”
● Filter quickly to find exactly what time it croaked at 



SCRUM-1541: “The cutter did not complete at idle”
● Add columns to see what it was doing at the time



SCRUM-1541: “The cutter did not complete at idle”
● Found preceding transition to idle — compare parameters



SCRUM-1541: “The cutter did not complete at idle”
● Found preceding transition to idle — compare parameters



You can have heterogeneous events
● Analyze multiple things at once — add other types of events to your 

pcap (and dissector!) to get better understanding of fault conditions



Very quick debug cycle!

● Previous scripts reparse whole file each time I change anything… 
● Filtering in Wireshark is fast 

● Being able to link bytes on wire to field indices is very useful to share 
with SW team 

● Set up any fields you want to visualize! 

● MSB: debugging is about exploration; use Wireshark as tool for 
exploring event-structured data and understanding it better



The other thing where you want to explore

● PCAP-formatted data is also useful for getting an understanding of 
unknown data on the wire 

● Wireshark dissector may become “documentation of record” for proto 
that you are reverse engineering! 
● Ghidra structure editor only lets you show so much 

● Invaluable while visualizing Bambu Lab MC / AP protocol









Writing dissectors

● Dissector Lua API is arcane, probably useful to have wrappers to hide 
some of the worst of it and focus on what you are writing 
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Writing dissectors

● Dissector Lua API is arcane, probably useful to have wrappers to hide 
some of the worst of it and focus on what you are writing 

● Just hold your nose and do it





Part 2: … and then, we should all 
dream bigger



Wireshark is ok, but…

● There are many ways of debugging using time-series data 
● Wireshark / pcap tools are only one of them 

● Here are a few



Analog data, synced with UART (Otii Arc)



Digital logic waveform viewers (Surfer)



Digital logic waveform viewers (Cadence Simvision, 2009!)



Transaction-level analysis (RFcreations blueSPY)



Spectrum analysis (RFcreations blueSPY)



Transaction + analog analysis (ngscopeclient)



Program flow: flame charts (Gregg, 2016)



Program values: good old gdb



Program values: good old gdb

Q: what about more variables? 

Q: what about if we ran this in rr, 
and could step forward and back? 

Q: what if all expressions had 
timestamps associated with them?



And, of course, Wireshark



Time series debugging

● All of these are ways to do time series debugging



Time series debugging

● All of these are ways to do time series debugging 

● None of them are on speaking terms with each other 
● That is a god-damn shame 

● I do not know the answer to this



Dream bigger

● It seems clear to me that we are handicapped by tools 
● I have often wanted combinations of these 

● scope + ARM swtrace! flame chart plus UART! for the love of 
everything good, I want memory variables in a waveform viewer!



Dream bigger

● It seems clear to me that we are handicapped by tools 
● I have often wanted combinations of these 

● scope + ARM swtrace! flame chart plus UART! for the love of everything 
good, I want memory variables in a waveform viewer! 

● You should build a Wireshark dissector, and experiment with these other 
modalities too.  You deserve better than grep and sed. 

● But we all deserve better than what we have.  Time for us to get dreaming.
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