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Thesis:

e |spend a lot of time sifting through log files of structured
communications

e Writing bespoke analyzers is a bad use of time!
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Thesis:

- Mike Primavera
@primawesome
. b k . .
My neighbor told me keep parsing [glf] event traces HlEHIGle

how manydBIhe has and he said he just goes to the|@Wlidiand gets a
new Baedafterwards so | said it sounds like he’s just feeding FHIENEINIE

to R and then his started crying.
7:03 AM - Sep 30, 2019
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Thesis:

e |spend a lot of time sifting through log files of structured
communications

e Writing bespoke analyzers is a bad use of time!

e Therefore, if you have to write analyzer / parsers more than a few times,
consider using a better tool for the job
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Part 1: You should probably just
write a Wireshark dissector
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Problem statement

e “SNIAZ" is a connected industrial device with a few operating modes
e OSrunson Linux SoC, peripherals controlled by an FPGA
e Users submit bug reports to me with logic analyzer traces

Periph FPGA
SPI /
< o
/y Periph FPGA
i.MX8 SEF Main FPGA
ﬁ
< Motor controls
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Problem statement

D 88 ﬂJira Q Search

v Attachments 5

[Current data offset

s/ o I I = Il

PS IR sensor value doesn't work el e L B

+ ©® \ "

« Key detalls image-202408... 308.png Roller sensor.sal
briority g 13 Aug 2024, 01:36 AM 13 Aug 2024, 01:36 AM
Description

In Prerun mode and in Run mode ps_-open doesn’t work.
Steps for reproducing:

Assignee @ Joshua Wise

e FPGA FWs from master branch

. -for any PS

« see response values in offset for Prerun page - 248 bytes, Run page - 80 bytes
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Problem statement

@ Joshua Wise &
August 13, 2024 at 8:33 PM
I decoded the trace that you show there. I see that the trace starts with sequence

number 797, for which ps_open=(0, 0, 0); at sequence number 2834, I see that PS2
opens: ps_open=(0, 1, 0)

I checked in my decoder to the utils directory of the sniaz-fpga repository. To run it:

» [some other steps to get into a JSON trace of packets...]

e decode the trace and look for changes in the ps_open field: joshua@samskara:~/
work/sniaz/jira/454$ python3 ../../sniaz-fpga/utils/
decode_spi_transactions_from_json_and_look_for_sensor_changes.py
spi_trace.json

e or if you want to fully decode every transaction: joshua@samskara:~/work/sniaz/
jira/454$ python3 ../../sniaz-fpga/utils/

decode_spi_transactions_from_json.py spi_trace.json | less
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One obvious solution

from data_pages.decode_data_page import =*
last_open = None

j = json.load(open(sys.argv[1], "r"))
for txn in j:
if 'mosi' in txn and 'miso' in txn:
miso = binascii.unhexlify(txn['miso'])
mosi = binascii.unhexlify(txn['mosi'])
if len(miso) == 0:
continue
mosi_dec = decode_data_page_request(mosi[6:])
miso_dec = decode_data_page_response(miso[6:1])

if last_open != miso_dec.ps_open:
print(txn['t"'])
print(f"> {mosi_dec}")
print(f"< {miso_dec}")
print("")
last_open = miso_dec.ps_open




Refining it

e OK, but this produces a wall of text — the contents of every transaction
that matches
e Hard to get what you want out of each transaction, visually

if type(mosi_pkt) == PreprintModePageToFpga:

mosi_pkt.sequence_number = 0
mosi_pkt.crcl6 =

if type(aiso_pkt) == PreprintModePageFromFpga:

miso_pkt.sequence_number = 0
miso_pkt.crclé =
miso_txt = f"
if type(mosi_pkt)
mosi_txt = f" t g {m tter t_cut ne { okt t_cut_line}, " +
flir 3 i f - 1i )
f"tar .
if type(miso_pkt) == RunModePageFromFp
miso_txt = f" y) is ! t 3, "+
t { 1a cut ( ne_number}, " +




Refining it

e OK, but how do you know which duplicates matter, how many duplicates
there are, .7

if mosi_txt == last_mosi_txt and miso_txt == last_miso_txt:
n_dups += 1
else:
if n_dups != 0:
print(f" [ {n_dups} duplicates 1")

n_dups = 0
print(f"{now * 1e-9:0.5f} {type(mosi_pkt).__name__} {type(miso_pkt).__name__3}")
print(mosi_txt)
print(miso_txt)

last_mosi_txt, last_miso_txt = mosi_txt, miso_txt




Beyond refinement

joshua@samskara: ~/work/sniaz$ ls */*.py
main-fpga/saleae_to_vcd.py

'"Logic Capture/print_spi_transactions_fan.py'

'Logic Capture/print_spi_transactions_ps.py'
'Logic Capture/print_spi_ transactions.py'
'Loglc Capture/saleae to_vcd. py

jira-1195/print_spi_transactions_cutter.py
jira-1195/print_spi_transactions_from_trace.py
jira-1195/vcd_to_trace.py
jira-500/print_spi_transactions_fan.py

Jlra 76@/pr1nt sp1 transactlons fan.py




Isn’t there a tool for packet-structured data?

About Wireshark

Wireshark Authors Folders Plugins Keyboard Shortcuts Acknowledgments License

.
WIRESHARK

Network Protocol Analyzer
Version 4.6.4 (v4.6.4-0-g93282876538d).
Copyright 1998-2026 Gerald Combs <gerald@wireshark.org> and contributors.

This program is free software: you can redistribute it and/or modify it under the
terms of the GNU General Public License as published by the Free Software
Foundation, either version 2 of the License, or (at your option) any later version.
This program is distributed in the hope that it will be useful, but WITHOUT ANY
WARRANTY: without even the implied warrantv of MERCHANTABILITY or FITNESS

Copy to Clipboard
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Wait, but | thought...?

The Wireshark Network Analyzer

I @

Welcome to Wireshark

Open

[Users/[joshua/SEEK_TO_HOME_IDLE.pcap (2113 KB)

Capture
...using this filter: [J] ~| ' Allinterfaces shown v

Wi-Fi: en0
ap1

awdI0
w0

utun0
utun1

Leamn

User's - Wiki - Questions - Mailing - SharkFest - Wireshark - Donate
Guide and Answers Lists Discord

You are running Wireshark 4.6.4 (v4.6.4-0-g93282876538d). You receive automatic updates.

£ Ready to load or capture No Packets Profile: Default




PCAP files are for everyone

https://www.ietf.org/archive/id/draft-gharris-opsawg-pcap-01.html
4. File Header

The File Header has the following format:

1 2 3
0123456789061 2345678901234567289¢6:1

tot-t-t-t-t-t-t-t-t-t-t-F-t-t-F-F-t-t-F -ttt -ttt -F-t-+-+-+-+
0 | Magic Number |

t-t-t-t-t-t-t-t-t-t-t-t-F-t-t-F-F-t-t-F-F-F-t-F—F-t-+-F-F-+-+-+-+

4 | Major Version | Minor Version |

tot-t-t-t-t-t-t-t-t-t-t -ttt -ttt -ttt -ttt -F-t-+-+-+-+

8 | Reserved1 |

t-t-t-t-t-t-t-t-F-t-t-F-F-F-t-F-F-t-t-F-F-F-+-F-F-t-+-F-+-+-+-+-+

12 | Reserved2 |
e e T S T T T S T T

16 | SnapLen |
tot-t-t-t-t-t-t-t-t-t-t -ttt -ttt -ttt -F-t-t-F-+-+-+-+-+

20 | FCS |[f|lo0 0 0 0 00000060 0] LinkType |
t-t-t-t-F-t-t-t-F-t-t-F-F-F-t-F-F-t-t-F—F-F-t-F—F-t-+-F-+-+-+-+-+

Figure 1: File Header
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PCAP files are for everyone

https://www.ietf.org/archive/id/draft-gharris-opsawg-pcap-01.html
5. Packet Record

A Packet Record is the standard container for storing the packets coming from the network.

1 2 3
012345678901 234567890123456789801
s Tt T e R R ok St et s St ST T e S R e e

0 | Timestamp (Seconds) |

e e I e S e R S S S ek s St o S e T e e e e e e e &

4 | Timestamp (Microseconds or nanoseconds) |

t-t-t-t-t-t-t-t-t-t-t-t-t-t—t-t-t-t—t-t-t-t—t-t-t—d-t-t-t-F-+-+-+

8 | Captured Packet Length |

T e ke St T e e e e e i Ak ek e Bt Sk E S S

12 | Original Packet Length |
T e e S R it s s St et S e S e S R e e e e 4

16 / /
/ Packet Data /

/ variable length /

/ /

R T T T +
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So easy, even an electrical engineer can do it

e OK, you probably want to write a “Wireshark upper PDU"” packet rather
than registering your own pcap datatype with the IETF

def write_header(f):

f.write(struct.pack("<LHHLLLL", 0x/ D4, 2, 4, 0, 0, 4096, 252))
def write_event(f, timestamp, event, dissector_name='sniaztrace'):
sharkhdr = struct.pack('>HH', 12, len(dissector_name)) + \
dissector_name.encode()
sharkhdr += struct.pack('>HH', 0, 0)

buf = sharkhdr + event
pcaphdr = struct.pack("<LLLL",

int(timestamp), int((timestamp % 1) * 1e6),
len(buf), len(buf))

f.write(pcaphdr + buf)



R SEEK_TO_HOME_IDLE-SNIAZ.pcap

HE Qe EFLEE Qaam@m

| Protocol | Lengtr| Info
. 000000 Exported PDU 74
.001538 Exported PDU 850
.005537 Exported PDU 850
.009541 Exported PDU 850
.013543 Exported PDU 850
.017545 Exported PDU 850
.021596 Exported PDU 850
0.025534 Exported PDU 850
0.029539 Exported PDU 850
0.033536 Exported PDU 850
0.037534 Exported PDU 850
> Frame 5: Packet, 850 bytes on wire (6800 bits), 850 byl 0010 6d 78 38 - +spi_im x8_mfpga
~ EXPORTED_PDU 0020 00 00 00 i

v Tag: PDU content dissector name (12) g% gg gg

Protocol Name: sniaztrace 00 00 00

> Tag: End-of-options (@) 00 00 00
Exported PDU data gg gg gg
00 00 00

00 00 00

00 00 00

00 00 00

00 00 00

® K Exported PDU data (exported_pdu.exported_pdu), 832 bytes Packets: 11008 Profile: Default T




You Should Write A Wireshark Dissector

000 B SEEK_TO_HOME_IDLE-SNIAZ.pcap

AN A mi BB JE¢e22EF IE E QQaEE

[ | | sniaztrace.spi_imx8_mfpga

No. | Time | Protocol | Lengtt| Info
10200 4.674929 CODEPAGE 850 [MOSI: run_mode_page #®@x3e6c] [MISO: run_mode_page #0x3e6b]
10227 4.679315 CODEPAGE 850 [MOSI: run_mode_page #@x3e6d] [MISO: run_mode_page #0x3e6c]
10253 4.682980 CODEPAGE 850 [MOSI: run_mode_page #®@x3e6e] [MISO: run_mode_page #0x3e6d]
10279 4.686980 CODEPAGE 850 [MOSI: run_mode_page #0x3e6f] [MISO: run_mode_page #0x3e6e]
10352 4.698716 CODEPAGE 850 [MOSI: run_mode_page #0x3e70] [MISO: run_mode_page #0x3e6f]
10370 4.701937 CODEPAGE 850 [MOSI: idle_mode_page #0x3e71] [MISO: run_mode_page #0x3e70]
10391 4.705930 CODEPAGE 850 [MOSI: idle_mode_page #0x3e72] [MISO: idle_mode_page #0x3e71]
10408 4.709922 CODEPAGE 850 [MOSI: idle_mode_page #0x3e73] [MISO: idle_mode_page #0x3e72]

10423 4.713920 CODEPAGE 850 [MOSI: idle_mode_page #0x3e74] [MISO: idle_mode_page #0x3e73]

10434 4.717920 CODEPAGE 850 [MOSI: idle_mode_page #0x3e75] [MISO: idle_mode_page #0x3e74]

10442 4.721487 CODEPAGE 850 : idle_mode_page #0x3e76] [MISO: idle_mode_page #0x3e75]

v SNIAZ trace event 0040 01 00 2c 00 01 00 d9 02 00 00 00 00 32 38 00 03
Event type: spi_imx8_mfpga 02 00 13 2a 00 01 03 00 40 1f 00 00 00 00 00 37

- " - : 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
: M(i(psco - MCFOP::pagc:d&p;:;om 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Parameter: 0x0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Length: 380 20 ba @0 00 01 f3 00 00 00 00 01 01 00 10 Oe 00

v MOSI: run_mode_page (seq 3e70) ff ff ff ff 00 00 00 00 00 00 00 00 e8 03 00 40
CRC16: Oxf008 26 00 01 00 5d 00 60 00 46 00 6a 00 24 00 08 00
Sequence number: 0x3e70 01 00 e8 03 el 1f 00 00 00 00 00 00 00 00 00 00

: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data page number: run_mode_page (0x0001) 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data page version: 0x002c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
rotary_cutter_enabled: True 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

- ame cm A . | Py, RPN
0K Data page number (sniaztrace.mfpga.codepage.mosi.data_page_number), 2 bytes Packets: 11008 - Displayed: 1687 (15.3%) Profile: Default T




exercise for the reader

e OKwriting a pcap file is easy, but your first dissector is not
e Dissectors are Lua scripts
e That are not really written in very idiomatic Lua
e OK alsoC
e The rest of this talk does NOT discuss how to do it
e Instead: why to do it, things to consider, ...
e Butl provide a sample
e There is a lot of documentation on it
e Unfortunately it is not well-organized
e My best suggestion: do it once, prepare to cut and paste
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SCRUM-1541: “The cutter did not complete at idle”

e Filter quickly to find exactly what time it croaked at

00 . SEEK_TO_HOME_IDLE-SNIAZ.pcap
ADA® MEBNE A2 EF SR E QA QQEME
I|sniaztrace.mfpga.codepage.miso.cutter_ready&0x80 == 0x80 [X] v| +
No. | Time ~ | Protocol | Length |Info
244 0.944020 CODEPAGE 850 [MOSI: idle_mode_page #0x3aff] [MISO: idle_mode_page #0x3afel
245 0.948026 CODEPAGE 850 [MOSI: idle_mode_page #0x3b0@] [MISO: idle_mode_page #0x3aff]
246 0.951519 CODEPAGE 850 [MOSI: idle_mode_page #0x3b01] [MISO: idle_mode_page #0x3b00]
247 0.955518 CODEPAGE 850 [MOSI: idle_mode_page #0x3b02] [MISO: idle_mode_page #0x3b01]
248 0.959173 CODEPAGE 850 [MOSI: idle_mode_page #0x3b@3] [MISO: idle_mode_page #0x3b02] .
249 0.962623 CODEPAGE 1674 [MOSI: preprint_mode_page #0x3b04] [MISO: idle_mode_page #0x3b@3]
10454 4.733420 CODEPAGE 850 [MOSI: idle_mode_page #0x3e79] [MISO: idle_mode_page #0x3e78]
10455 4.737453 CODEPAGE 850 [MOSI: idle_mode_page #0x3e7a] [MISO: idle_mode_page #0x3e79]
10456 4.741170 CODEPAGE 850 [MOSI: idle_mode_page #0x3e7b] [MISO: idle_mode_page #0x3e7al
10457 4.745169 CODEPAGE 850 [MOSI: idle_mode_page #@x3e7c] [MISO: idle_mode_page #0x3e7b]
10458 4.749227 CODEPAGE 850 [MOSI: idle_mode_page #0x3e7d] [MISO: idle_mode_page #0x3e7c]
10459 4.752916 CODEPAGE 850 [MOSI: idle_mode_page #0x3e7e] [MISO: idle_mode_page #0x3e7d]
10460 4.756917 CODEPAGE 850 [MOSI: idle_mode_page #0x3e7f] [MISO: idle_mode_page #0x3e7el
10461 4.760919 CODEPAGE 850 [MOSI: idle_mode_page #0x3e80] [MISO: idle_mode_page #0x3e7f]
10462 4.764917 CODEPAGE 850 [MOSI: idle_mode_page #0x3e81] [MISO: idle_mode_page #0x3e80]

; cor Cales 01e0 ©Ob f0 83 00 7c 9d ff ff c2 71 00 00 00 00 @0 00 - :-|-:- -q----"
media_encoder_angle: -4085 fe 7b ff ff 60 50 00 00 00 00 00 00 6e ff 51 02 -{--‘IP-- e
cutter_ready: 0x83 00 00 35 00 €0 01 00 00 00 00 00 00 00 00 f1 fe - -5:vvve =rrereee
reservedd: 0x00 00 00 00 00 00 01 18 18 00 00 00 00 00 00 00 00 -+ ====u-n- A
ps_unwind_motor_abspos 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO - - -::::= «:reunnn Ga
ps_rewind_motor_abspos 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 - -:---r: =vovruse

S 20 00 00 00 00 00 PO PO 00 OO 00 PO 00 00 PO GO =+ + s s s s s ussuuas



SCRUM-1541: “The cutter did not complete at idle”

e Add columns to see what it was doing at the time

'Y X R SEEK_TO_HOME_IDLE-SNIAZ.pcap
ADA@ mERR Fe>2=EF W E Q Q Q 0
I‘sniaztrace.mfpga.codepage.miso.crc16| |&7j v| +
No. | Time ~ | Protocol | Length |cutter_ready| cutter_phase_index | Info
10253 4.b82980 CUDEPAGE 850 Ux03 UXxv3 IMUSL: run_mode_page #Yx3ebe]| [MLSU: run_mode_page #
10279 4.686980 CODEPAGE 850 0x03 0x03 [MOSI: run_mode_page #0x3e6f] [MISO: run_mode_page #¢
10352 4.698716 CODEPAGE 850 0x03 0x04 [MOSI: run_mode_page #0x3e70] [MISO: run_mode_page #¢€
10370 4.701937 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e71] [MISO: run_mode_page #
10391 4.705930 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e72] [MISO: idle_mode_page
10408 4.709922 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e73] [MISO: idle_mode_page
10423 4.713920 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e74] [MISO: idle_mode_page
10434 4.717920 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e75] [MISO: idle_mode_page
10442 4.721487 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e76] [MISO: idle_mode_page
10448 4.725420 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e77] [MISO: idle_mode_page ]
10453 4.729427 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e78] [MISO: idle_mode_page
10454 4.733420 CODEPAGE 850 0x83 oxff [MOSI: idle_mode_page #0x3e79] [MISO: idle_mode_page
10455 4.737453 CODEPAGE 850 0x83 oxff [MOSI: idle_mode_page #0x3e7a] [MISO: idle_mode_page
10456 4.741170 CODEPAGE 850 0x83 oxff [MOSI: idle_mode_page #0x3e7b] [MISO: idle_mode_page
10457 4.745169 CODEPAGE 850 0x83 oxff [MOSI: idle_mode_page #0x3e7c] [MISO: idle_mode_page
oxs e wersion: o G mamanEng gnnaneRe ol
. . . . . e e . .. .. PRI -n- .
remaining_print_lines: 0x00002dde 00 00 35 00 €@ 01 00 00 00 00 00 00 00 00 f1 fe - -5----- == b
L) (IR EREE = 00 00 00 @0 00 01 18 18 00 00 00 00 00 00 00 00  «-----:: - s-
cutter_ready: 0x83 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 QO - :::-::+ =::::uc- ’
reservedd: 0x00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO - ::::::: «:rerrnn e

ps_unwind_motor_abspos 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 -« :::::: «rrerrnn



SCRUM-1541: “The cutter did not complete at idle”

e Found preceding transition to idle — compare parameters

'Y X R SEEK_TO_HOME_IDLE-SNIAZ.pcap
AD A mi NE QJeDeEd B E Q Q QHE
I‘sniaztrace.mfpga.codepage.miso.crc16 |&7j v| +
b Llvs e e e tidigene it il

10227 4.679315 CODEPAGE 850 0x03 0x03 [MOSI: run_mode_page #0x3e6d] [MISO: run_mode_page #¢€

10253 4.682980 CODEPAGE 850 0x03 0x03 [MOSI: run_mode_page #0x3e6e] [MISO: run_mode_page #¢

10279 4.686980 CODEPAGE 850 0x03 0x03 [MOSI: run_mode_page #0x3e6f] [MISO: run_mode_page #¢

10352 4.698716 CODEPAGE 850 0x03 0x04 [MOSI: run_mode_page #0x3e70] [MISO: run_mode_page #¢

10370 4.701937 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e71] [MISO: run_mode_page #

10391 4.705930 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e72] [MISO: idle_mode_page

10408 4.709922 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e73] [MISO: idle_mode_page

10423 4.713920 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e74] [MISO: idle_mode_page

10434 4.717920 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e75] [MISO: idle_mode_page .

10442 4.721487 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e76] [MISO: idle_mode_page

10448 4.725420 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e77] [MISO: idle_mode_page

10453 4.729427 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e78] [MISO: idle_mode_page

10454 4.733420 CODEPAGE 850 0x83 oxff [MOSI: idle_mode_page #0x3e79] [MISO: idle_mode_page

10455 4.737453 CODEPAGE 850 0x83 oxff [MOSI: idle_mode_page #0x3e7al [MISO: idle_mode_page

1NnACC A TAN1TIn fANCDACC OoOCNA NwvO0D N ££ TMNACT: “ATA mada nana #AUDAThI TMTCN: SATA madAa nA~A

cutter_cmd: 0x00 00cOd 26 00 01 00 5d 00 60 00 46 00 6a 00 24 00 08 00 &-::]:": F-j-$---

cut_trq: 0x40 01 00 e8 03 el 1f 00 00 00 00 00 00 00 00 00 00 - ::::::: =oc:vene

cut_free_spin_trq: @x26 00 00 00 00 00 00 00 00 00 @0 00 00 00 00 00 00 -+ -:-+-+ +-rr--

reservedl: 0x00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO - - :::::: +rrerrnn
- 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 - :::-:::: ==c:ven R
cut_phase_indexes 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 - ::::::: =ocevenn (3

aux_cutter_enabled: True 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 QO -« --vx+n =nesunss

..... 2 ’] = s



SCRUM-1541: “The cutter did not complete at idle”

e Found preceding transition to idle — compare parameters

00 . SEEK_TO_HOME_IDLE-SNIAZ.pcap
ADA® mEKRE ASe>EFTIWE QQamR
I‘sniaztrace.mfpga.codepage.miso.crc16 |&7j v| +
b Llvs e e e tidigene it il

10227 4.679315 CODEPAGE 850 0x03 0x03 [MOSI: run_mode_page #0x3e6d] [MISO: run_mode_page #¢€

10253 4.682980 CODEPAGE 850 0x03 0x03 [MOSI: run_mode_page #0x3e6e] [MISO: run_mode_page #¢

10279 4.686980 CODEPAGE 850 0x03 0x03 [MOSI: run_mode_page #0x3e6f] [MISO: run_mode_page #¢

10352 4.698716 CODEPAGE 850 0x03 0x04 [MOSI: run_mode_page #0x3e70] [MISO: run_mode_page #¢

10370 4.701937 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e71] [MISO: run_mode_page #

10391 4.705930 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e72] [MISO: idle_mode_page

10408 4.709922 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e73] [MISO: idle_mode_page

10423 4.713920 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e74] [MISO: idle_mode_page

10434 4.717920 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e75] [MISO: idle_mode_page .

10442 4.721487 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e76] [MISO: idle_mode_page

10448 4.725420 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e77] [MISO: idle_mode_page

10453 4.729427 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e78] [MISO: idle_mode_page

10454 4.733420 CODEPAGE 850 0x83 oxff [MOSI: idle_mode_page #0x3e79] [MISO: idle_mode_page

10455 4.737453 CODEPAGE 850 0x83 oxff [MOSI: idle_mode_page #0x3e7al [MISO: idle_mode_page

1NnACC A TAN1TIn fANCDACC OoOCNA NwvO0D N ££ TMNACT: “ATA mada nana #AUDAThI TMTCN: SATA madAa nA~A

cut_trq: 0x40 00cO 26 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  &-::-:::: ==::v:e-e

cut_free_spin_trq: 0x26 00 00 e8 03 00 00 00 00 00 00 00 00 00 00 00 00 - ::::::: =o::ven

eservat: v SR s S

suisphasesindexes 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 - ----:- --rv-ve- .

aux_cutter_enabled: False 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 -+ :v:vve sosasuss ‘a

v MISO0: run_mode_page (seq 3e70) 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 -« :::::: ==crvcxs



You can have heterogeneous events

e Analyze multiple things at once — add other types of events to your

pcap (and dissector!) to get better understanding of fault conditions

00 . SEEK_TO_HOME_IDLE-SNIAZ.pcap
Al A© mf NE JIEDEF IE E Q Q Q IHE
I| v| +
No. | Time ~ | Protocol |Length |cutter_ready| cutter_phase_index | Info
10442 4.721487 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e76] [MISO: idle_mode_page
10443 4.721674 SNIAZTR.. 34 knife_stepper (delta-T = 650 us)
10444 4.722395 SNIAZTR.. 34 knife_stepper (delta-T = 721 us)
10445 4.723220 SNIAZTR.. 34 knife_stepper (delta-T = 825 us)
10446 4.724120 SNIAZTR.. 34 knife_stepper (delta-T = 900 us)
10447 4.725020 SNIAZTR.. 34 knife_stepper (delta-T = 900 us)
10448 4.725420 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e77] [MISO: idle_mode_page
10449 4.725920 SNIAZTR.. 34 knife_stepper (delta-T = 900 us)
10450 4.726820 SNIAZTR.. 34 knife_stepper (delta-T = 900 us)
10451 4.727820 SNIAZTR.. 34 knife_stepper (delta-T = 1000 us)
10452 4.728820 SNIAZTR.. 34 knife_stepper (delta-T = 1000 us)
10453 4.729427 CODEPAGE 850 0x03 0x05 [MOSI: idle_mode_page #0x3e78] [MISO: idle_mode_page
10454 4.733420 CODEPAGE 850 0x83 oxff [MOSI: idle_mode_page #0x3e79] [MISO: idle_mode_page .
10455 4.737453 CODEPAGE 850 0x83 oxff [MOSI: idle_mode_page #0x3e7a] [MISO: idle_mode_page
DASE il 1170 ! AGE 85008 Oxf1 MO idle-mode-page.#08x3eZbl IMIS0: idle_mode_page

> Frame 10452: Packet, 34 bytes on wire (272 bits), 34 by 00 Oc 00 0a 73 6e 69 61 7a 74 72 61 63 65 00 00 snia ztrace
> EXPORTED_PDU 00 00 6b 6e 69 66 65 5f 73 74 65 70 70 65 72 00 knife_ stepper-,
v SNIAZ trace event L LY e

Event type: knife_stepper



Very quick debug cycle!

e Previous scripts reparse whole file each time | change anything...
e Filtering in Wireshark is fast
e Being able to link bytes on wire to field indices is very useful to share
with SW team
e Set up any fields you want to visualize!

e MSB: debugging is about exploration; use Wireshark as tool for
exploring event-structured data and understanding it better

Accelerated Tech



The other thing where you want to explore

e PCAP-formatted data is also useful for getting an understanding of

unknown data on the wire
e Wireshark dissector may become “documentation of record” for proto

that you are reverse engineering!
e Ghidra structure editor only lets you show so much
e Invaluable while visualizing Bambu Lab MC / AP protocol

Alccelerated Tech



KX X B set-ams-color-with-fix.pcap

A A ©® maNE QIeDESF I E Q & & | B

[I | not mcproto.publish_dds_cmn_recorder and not mcproto.pack_get_part_info

No. | Time | Source | Destination |Protocol |Length |Info
149 0.554446 AP AMS MCPROTO 19 [#9] ams_tray_info_read
3262 16.590119 AP AMS MCPROTO 50 [REQ #138] ams_tray_info_write
4090 20.906510 AP AMS MCPROTO 50 [REQ #174] ams_tray_info_write
2365 12.026929 AP AMS MCPROTO 50 [REQ #99] ams_tray_info_write
45 0.065187 MC AP MCPROTO 28 [RSP #0] ping
2450 12.414588 AP MC MCPROTO 24 [RSP #103] sync_timestamp
325 1.388415 AMS AP MCPROTO 147 [RSP #10] ams_tray_info_read
2635 13.427166 AP MC MCPROTO 24 [RSP #110] sync_timestamp
2658 13.466144 MC AP MCPROTO 32 [RSP #111] link_ams_tray_consumption_ack2

> Frame 3262: Packet, 50 bytes on wire (400 bits), 50 byt 0000 01 3d @5 8a 00 31 00 21 00 07 00 06 18 02 @1 @1 -=---1-!
DLT: 147, Payload: mcprotol (Bambu MC wire protocol) 0010 47 46 47 39 39 00 00 00 46 a8 f2 ff dc 00 @e @1 GFGII: -

0020 50 45 54 47 00 00 00 00 00 00 00 00 00 00 00 00 PETG-:--

v Bambu bus protocol data 0030 99 a0

Capture source: Serial port write from forward (1)
> Flags: 0x05
Sequence number: 138

Destination: AMS (7)
Source: AP (6)
Command: 0x0218
v ams_tray_info_write
Payload: 0101474647393900000046a8f2ffdc000e015045!

0 K Payload (mcproto.ams_tray_info_write.payload), 34 bytes Packets: 7048 - Displayed: 300 (4.3%) Profile: Default




00 B set-ams-color-with-fix.pcap

A A ©® maNE QIeDESF I E Q Q & [H B

[I | not mcproto.publish_dds_cmn_recorder and not mcproto.pack_get_part_info

No. | Time | Source | Destination |Protocol |Length |I[1fo

2828 14.415474 AP MC MCPROTO 24 [RSP #122] sync_timestamp
3032 15.420518 AP MC MCPROTO 24 [RSP #128] sync_timestamp
187 0.707678 AP MCPROTO 152 [RSP #12] ams_tray_info_read

3220 16.421264 AP MC MCPROTO 24 [RSP #136] sync_timestamp

3300 16.817612 AMS AP MCPROTO 19 [RSP #138] ams_tray_info_write

3406 17.439293 AP MC MCPROTO 24 [RSP #143] sync_timestamp

3611 18.432188 AP MC MCPROTO 24 [RSP #151] sync_timestamp

3796 19.419452 AP MC MCPROTO 24 [RSP #157] sync_timestamp

3955 20.245842 MC AP MCPROTO 32 [RSP #162] link_ams_tray_consumption_ack2

> Frame 3300: Packet, 19 bytes on wire (152 bits), 19 byl 0000 02 3d 00 8a 00 12 00 d5 00 06 00 07 18 02 01 01
DLT: 147, Payload: mcproto (Bambu MC wire protocol) 0010 00 96 02
v Bambu bus protocol data
Capture source: Serial port read from forward (2)
> Flags: 0x00
Sequence number: 138

Destination: AP (6)
Source: AMS (7)
Command: 0x0218
v ams_tray_info_write
Payload: 010100

® K pack_get_part_info: Protocol Packets: 7048 - Displayed: 300 (4.3%) Profile: Default




KX X B bug-report.pcap

A A mi BE QJeEFIE E Q Q Q B

[I | not mcproto.publish_dds_cmn_recorder and not mcproto.pack_get_part_info

No. | Time | Source | Destination |Protocol |Length |Info
190.244423 MC AP MCPROTO 56 [#938] mcu_display_message: "[BMCIGL AP lock! Pre=idle"
190.244528 MC AP MCPROTO 66 [#939] mcu_display_message: " [BMC]1g29_before_print_flag set to ¢
190.244942 AP MC MCPROTO 95 [#1658] gcode_line_handle #16: M1009 L1 01\nM1002 set_flag:extri
190.245228 AP MC MCPROTO [#1659] gcode_line_handle #17: M1009 L1 01\nM1002 set_flag:xy_me
190.245308 X1PLUS .. CProtocal_send_mcu_packet_override: found M62@0 E@, patching to P
190.245406 AP MC MCPROTO [#1660] gcode_line_handle #18: M1009 L1 01\nM620 E1\n\nM1009 L0
190.245585 AP MC MCPROTO [#1661] gcode_line_handle #19: M1009 L1 01\nM1002 set_flag:timel
190.256353 MC AP MCPROTO [#940] mcu_display_message: " [BMCIGL AP unlock! Pre=AP"
190.256877 MC AP MCPROTO [#941] mcu_display_message: " [LINKIGL s=16 [60] [M1009 L1 01~M10¢
190.257080 MC AP MCPROTO [RSP #1658] gcode_line_handle #16 —> @

e T D

¥

> Frame 39453: Packet, 102 bytes on wire (816 bits), 102 b 00 Oc 00 0a 78 31 70 6c 75 73 5f 6¢c 6f 67 00 00 <+ +-x1pl us_log
> EXPORTED PDU 00 00 00 43 50 72 6f 74 6f 63 61 6¢ 5f 73 65 6e -+ -CProt ocal_sen
« X1Plus 139 EE 64 5f 6d 63 75 5f 70 61 63 6b 65 74 5f 6f 76 65 d_mcu_pa cket_ove
72 72 69 64 65 3a 20 66 6T 75 6e 64 20 4d 36 32 rride: f ound M62
Log type: Log from forward (0) 30 20 45 30 2c 20 70 61 74 63 68 69 6e 67 20 74 © E@, pa tching t
Message: CProtocal_send_mcu_packet_override: found M6: 6f 20 4d 36 32 30 20 45 31 3b 20 75 73 65 5f 61 o0 M620 E 1; use_a
6d 73 20 3d 20 30 ms = 0

0 K Message (x1plus_log.message), 83 bytes Packets: 120304 - Displayed: 16495 (13.7%) Profile: Default




Writing dissectors

e Dissector Lua APl is arcane, probably useful to have wrappers to hide
some of the worst of it and focus on what you are writing

function mk_cmd(cmdset, cmdid, name, fields, dis)
local myname = "mcproto." .. name
local proto = Proto(myname, name)
proto.fields = {3}

for _,v in pairs(fields) do table.insert(proto.fields,v) end
proto.dissector = function (buf, pinfo, root) return dis(proto, fields, buf, pinfo, root) end

mccommands : set(cmdset * 256 + cmdid, proto)
return proto




Writing dissectors

e Dissector Lua APl is arcane, probably useful to have wrappers to hide
some of the worst of it and focus on what you are writing

mk_cmd(2, 9, "mcu_display_message",
{ message = ProtoField.string("mcproto.mcu_display_message.message", "Message") 1},
function (proto, fields, buf, pinfo, root)
local len = buf:len()
local tree = root:add(proto, buf:range(®, len), "mcu_display_message")

tree:add(fields.message, buf:range(2, len))
pinfo.cols.info:append("mcu_display_message: \""..buf:range(2, len):string().."\"")




Writing dissectors

e Dissector Lua APl is arcane, probably useful to have wrappers to hide
some of the worst of it and focus on what you are writing
e Just hold your nose and do it
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s should write a Wireshark dissector.

—— T, (A
o
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Part 2: ... and then, we should all
dream bigger
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Wireshark is ok, but...

e There are many ways of debugging using time-series data
e Wireshark / pcap tools are only one of them

e Here are afew

Alccelerated Tech



Analog data, synced with UART (Otii Arc

Project Device f Account H

W Q AcMainCurrent ¢ S H O B
Power switches =

9 min 9 3 780 296 ms Imin28s 738.224 ms
b Ax 3ov

o
4183957926 ms
Recordings +
L}

25/06 16:53.08

l B [l ]

UART-1 Log
1 25/06 16:53:08

b Onpt e (T <~ e %ot (v R e W e cosve

Time (ms) Log message

sesei +CEDRXP 4, "o 00017, "0000
506141 \ASNRSQ: 41.4,179.0
506540 WCESQ: 58,2
513630 \ASNRSQ: 38
546889 K
547009 WESQ: 57
547709 +CEDRXF 210 eae 2001
548010 VWCESQ . 3
Visualizations 548439 WASNRSQ 4.175.0
e AcMancu.. v 552039 AXSNRSQ: 38,3,178,0

§53307 NCESQ: 62,3,23,3
= UMT-llog v




Digital logic waveform viewers (Surfer)

Time

clk

count_cycle [15:0]
cycle_counter [31:0]
firmware_file [1023:0]
irg [31:0]
mem_axi_araddr [31:0]
mem_axi_arprot [2:0]
mem_axi_arready
mem_axi_arvalid
mem_axi_awaddr [31:0]
mem_axi_awprot [2:0]
mem_axi_awready
mem_axi_awvalid
mem_axi_bready
mem_axi_bvalid
mem_axi_rdata [31:0]
mem_axi_rready
mem_axi_rvalid
mem_axi_wdata [31:0]
mem_axi_wready

mem_axi_wstrb [3:0]

mem_axi_wvalid

3350000 ps 3400000 ps 3450000 |
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f
1
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00000.. X 000001d0 00000... X 200001d4

4 0 X2 _Xb

00000.. X 000001d0 00000... X 900001d4

L —
07d0aa23 07e0ac23

XXXXXXXX

0 (f__ Xo Af

(4 Xe X4

(07f0ae23 ]

|




Digital logic waveform viewers (Cadence Simvision, 2009!)

rl Baseline v= 2602 .2ns
EF Cursor-Baseline v=338.04ns

Name » Cursor v

- eclk
G- 9 main_state_mai_1a[4:0]
il zip_datavalid_1a

M ncb_inb_vald
G- Wi nch_ink_data[63:0]

il ictl_need_dat_2a

a0 ictl_femel_raw_2a
- ict_fif_2a[5:0]

B ictl_fsiz_2a[7:0]

(- it _imiter

T ictl_need_dat_2a

: i ictl_state_siz_eq0_1a
[3-= 2ip_nch_ifif_free_1a[3:0]
- ictl_state_ptr_1a[33:0]
- zip_nch_ifif_infit_1a:0] 'k 48

'h 00_0010»

|2820n§

|2830n§

[Time& = 2640.24ns
|2640ns

|

|
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Transaction-level analysis (RFcreations blueSPY)

~ ~

| Application ~ | 110986

08:5E:5F
08:5E:5F

08:5E:5F
08:5E:5F
08:5E:5F
08:5E:5F
08:5E:5F
08:5E:5F
08:5E:5F
08:5E:5F
08:5E:5F
08:5E:5F
08:5E:5F
0xD5S0AD9BF
0xDS0AD9BF
08:5E:5F
0xDS0AD9BF
0xDS0AD9BF
0R'5F5F

~ Qnartriim v

Access Code

0D "% Q 1k ¢ > >l

Summary
SDP Service Attribute Transaction (IDs #25, #26)
SDP Service Attribute Transaction (IDs #27, #28

e At AL «...‘ EA}L
Trans #29, SDP SERVICE ATTR REQ
ACL (ACL-U), EDR-2; 2-DH1, SDP SERVICE ATTR REQ
Trans #29, SDP SERVICE ATTR RSP
Trans #30, SDP SERVICE ATTR REQ; 16 ReTXed packets
Trans #30, SDP SERVICE ATTR RSP
SDP Service Search Transaction (ID #31)
Proc #11: L2CAP DISCONNECTION, SDP (0x413,0x1113)
CQDDR request (Peripheral initiated)
Proc #14: L2CAP CONFIGURATION, AVDTP (0x3CD, 0x1012)
Proc #12: L2CAP CONFIGURATION, AVDTP (0x3CD, 0x1012)
AVDTP Transaction #8: AVDTP DISCOVER, Command + Response Accept
Proc #23: L2CAP CONNECTION, OxFEFD (0x454, 0x8D4)
Proc #9: L2CAP CONFIGURATION, OxFEFD (0x454, 0x8D4)
AVDTP Transaction #8: AVDTP GET ALL CAPABILITIES, Command + Response Accept
Proc #24: L2CAP CONFIGURATION, OXxFEFD (0x454, 0x8D4)
Proc #25: L2CAP CONNECTION, 0xFEFB (0x495, 0x915)
AVDTP Transaction #8° AVDTP GFT Al | CAPARII ITIFS Command + Resnonse Accent

Status

0K
0K
0K
ReTXed packets
OK

OK
OK
OK
OK

OK
OK

OK
OK

1/ 447 items selected Autoscroll

Payload Dut*®
4PDUs:15B,44B,17 ...
4PDUs:15B,448B,17 ...

23 bytes: 1300 13 04 ..
27 bytes: BE0D 13 00 ...
52 bytes: 300013 11 ...
25Dbytes: 150013 04 ...
45 bytes: 290013 11 ..
2PDUs:9B,6B

REQ; RSP

1 PDU: LMP PREFERRE ..
REQ; RSP

REQ; RSP

REQ; RSP; RSP
REQ; RSP

REQ; RSP
REQ; RSP; RSP; RSP




Spectrum analysis (RFcreations blueSPY)

Throughput

17:39:51.959 17:44:37.610
[ @M a | Autoscroll origin: 17:42:15.092 390 591 span: 11789451 ms L | L | J Power WiFi | Stats | .

17:42:15.086 495 865 11.789451 ms 17:42:15.098 285 316
90
950ms
1 1 1 | 1 1 1 1 . | 1 1 1
' 60 120 1 2 12
2480-

QR/ [
2476- ‘ \ \
2477~
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Transaction + analog analysis (ngscopeclient)

8b10bIBM_7(RX) D29.3-

PCleDatalLink_17(RX)

1St X Llnk:0 X Lane: 0 )Need 143 FTS }2.5GT/s 5 . No flags

Recovery.R...

¥ Protocol: PCleDataLink_12(TX) Protocol: PCleDataLink_17(RX) Protocol: PCleLinkTraining_25(RX) Protocol: PCleLinkTraining_22(TX) Protocol:

Timestamp Type Link Lane Rates Flags
» 20:39:50.6890140416 TS1 Unassigned Unassigned 2.5G5G None
20:39:50.6894313799 TS2 Unassigned Unassigned 2.5G5G None
20:39:50.6894325959 TS1 Unassigned Unassigned 2.5G5G None
20:39:50.6894329158 TS1 0O Unassigned 2.5G5G None
20:39:50.6894336198 TS1 0 0 2.5G 5G None
20:39:50.6894343878 0 0 2.5G5G None
20:39:50.6894365158 TS1 O 0 2.5G 5G SpeedChange None
20:39:50.6894365158 0 0 2.5G 5G SpeedChange None
20:39:50.6894365798 TS1 0O 0 2.5G 5G SpeedChange None




2016)

flame charts (Gregg

Flame Graph
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Program values: good old gdb

Breakpoint 1, main () at
3 usleep(i
(gdb) print i

$1 =0

(gdb) ¢

Continuing.

Breakpoint 1, main () at
3 usleep(i
(gdb) print i

(gdb) ¢
Continuing.

Breakpoint 1, main () at
3 usleep(i
(gdb) print i

$3 = 2

(édb) c
Continuing.




Program values: good old gdb

Breakpoint 1, main () at
3 usleep(i
(gdb) print i

$1 =

(gdb) ¢

Continuing.

Breakpoint 1, main () at
3 usleep(i
(gdb) print i

$2 =1
(gdb) ¢
Continuing.

Breakpoint 1, main () at
3 usleep(i
(gdb) print i

$3 = 2

(gdb) ¢

Continuing.



And, of course, Wireshark

00 B set-ams-color-with-fix.pcap

A A© mENE IEe>DEF IE E
\I|not mcproto.publish_dds_cmn_recorder and not mcproto.pack_get_part_info | v +
No. | Time | Source | Destination |Protocol |Length |Info )
2828 14.415474 AP MC MCPROTO 24 [RSP #122] sync_timestamp
3032 15.420518 AP MC MCPROTO 24 [RSP #128] sync_timestamp
187 0.707678 22630 AP MCPROTO 152 [RSP #12] ams_tray_info_read
3220 16.421264 AP MC MCPROTO 24 [RSP #136] sync_timestamp
«— 3300 16.817612 AMS AP MCPROTO 19 [RSP #138] ams_tray_info_write
3406 17.439293 AP MC MCPROTO 24 [RSP #143] sync_timestamp
3611 18.432188 AP MC MCPROTO 24 [RSP #151] sync_timestamp l
3796 19.419452 AP MC MCPROTO 24 [RSP #157] sync_timestamp
3955 20.245842 MC I\ MCPROTO 32 [RSP #162] link_ams_tray_consumption_ack2
> Frame 3300: Packet, 19 bytes on wire (152 bits), 19 byt 02 3d 00 8a 00 12 00 d5 00 06 00 07 18 02 01 01
DLT: 147, Payload: mcproto (Bambu MC wire protocol) 00 96 02

v Bambu bus protocol data
Capture source: Serial port read from forward (2)
> Flags: 0x00
Sequence number: 138

Destination: AP (6)
Source: AMS (7)
Command: 0x0218
v ams_tray_info_write
Payload: 010100

oK pack_get_part_info: Protocol Packets: 7048 - Displayed: 300 (4.3%)

Profile: Default e



Time series debugging

e All of these are ways to do time series debugging
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Time series debugging

e All of these are ways to do time series debugging

e None of them are on speaking terms with each other
e Thatis a god-damn shame

e | do not know the answer to this

Alccelerated Tech



Dream bigger

e It seems clear to me that we are handicapped by tools
e | have often wanted combinations of these
e scope + ARM swtrace! flame chart plus UART! for the love of
everything good, | want memory variables in a waveform viewer!
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Dream bigger

e |t seems clear to me that we are handicapped by tools
e | have often wanted combinations of these
e scope + ARM swtrace! flame chart plus UART! for the love of everything
good, | want memory variables in a waveform viewer!

e You should build a Wireshark dissector, and experiment with these other
modalities too. You deserve better than grep and sed.

e But we all deserve better than what we have. Time for us to get dreaming.

Alccelerated Tech



Joshua Wise
April, 2026

Web:

Work:

E-mail:

Fediverse: @joshua@social.emarhavil.com

Accelerated Tech


https://joshuawise.com/
https://accelerated.tech/
mailto:joshua@accelerated.tech

